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Exercise 3.1
Decrypt. (will not be done during exercise)
(Ciphertext available in Moodle; capitalization only for readability; lower- and upper-case
letters can be treated the same)

Exercise 3.2
Are ciphertexts uniformly distributed in a perfectly secret encryption scheme?

Prove or refute: Given a perfectly secret encryption scheme E with message space M and
ciphertext space C and an arbitrary scenario (E , PM), we have P(c) = P(c′) for all cipher-
texts c, c′ ∈ C.

Exercise 3.3
Prove that decryption can always be derandomized in every encryption scheme E . For-
mally, given encryption scheme E = (gen, enc, dec) with dec : R × K × C → M, prove
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that dec(r, k, c) = dec(r′, k, c) for all r, r′ ∈ R, every possible key k ∈ ran(gen), and every
suitable ciphertext c ∈ C; i.e., there exists m ∈ M such that P

[︁
c ← enck(m)

]︁
̸= 0. In other

words, decryption does not depend on the random bit tape. Mind that E need not be perfectly
secret.

Exercise 3.4
Is one-time pad still perfectly secret if multiple messages are encrypted with the same key?
Justify your answer, so either prove or refute perfect secrecy. If it is not perfectly secret, then
also answer whether realistic attacks are possible and outline how you would proceed to
break such a cipher.
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