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@ Use consistent variable naming (messages, keys, ciphertext)

@ Drop distribution marker — write P(m) instead of Py(m)



Perfectly Secret Encryption

Notes
@ Use consistent variable naming (messages, keys, ciphertext)
@ Drop distribution marker — write P(m) instead of Py(m)
o Utilize usual probability notation — P(m, ¢) for joint probability

@ Assume message & key selection is independent
P(k, m) = P(k) - P(m)

@ Then
P(c) = Z P(k, m) - P[c + ency(m)]

keK,meM

and in perfectly secret encryption scheme £ for any message m € M

P(c) = Og(c,m’) = Z P(k) - P[c «+ ency(m')]
kek



Perfectly Secret Encryption

§2.7 Lemma

Encryption scheme & is perfectly secret if and only if
in every scenario (£,Py) we have P(m | ¢) = P(m)
for all messages m € M and possible ciphertexts ¢ € C with P(c) # 0




Perfectly Secret Encryption

§2.7 Lemma

Encryption scheme & is perfectly secret if and only if
in every scenario (£,Py) we have P(m | ¢) = P(m)

for all messages m € M and possible ciphertexts ¢ € C with P(c) # 0

Proof (1/2)

(—) Let Pyy: M — [0,1], m,m’ € M, and ¢ € C with P(
=P(m,c)

c)#0

ZP P[c + ency(m

)]

_ P(m7 C) _ kek
P(m] c) = PlO) Be (e )
—#(c)
k) - P[c < ency(m
— P(m)- 2 _kek P )Ogl(D(E?m(—,) W(m)]
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Perfectly Secret Encryption

Proof (2/2)

(«+-) Let ¢ € C and m, m" € M. Consider distribution Py: M — [0,1] such
that Pyu(m) = Pu(m') = 4 and Py(m”) = 0 otherwise.




Perfectly Secret Encryption

Proof (2/2)

(«+-) Let ¢ € C and m, m" € M. Consider distribution Py: M — [0,1] such

that Py(m) = Pu(m') = 4 and Py(m”) = 0 otherwise. First suppose that
P(c) = 0. Then

P(k) - P[c + ency(m)] = 0 = P(k) - P[c « ency(m')]

for all k € K. Hence O¢(c, m) = Og(c, m') as required.
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Proof (2/2)

(«+-) Let ¢ € C and m, m" € M. Consider distribution Py: M — [0,1] such
that Py(m) = Pu(m') = 4 and Py(m”) = 0 otherwise. First suppose that
P(c) = 0. Then

P(k) - P[c + ency(m)] = 0 = P(k) - P[c « ency(m')]

for all k € K. Hence O¢(c, m) = Og(c, m') as required.

Otherwise P(c) # 0 and we prove that P(¢) = Og(c, m"") for all
m’" € {m, m'}, which also proves Ogz(c, m) = Og(c,m’)




Perfectly Secret Encryption

Proof (2/2)

(«+-) Let ¢ € C and m, m" € M. Consider distribution Py: M — [0,1] such
that Py(m) = Pu(m') = 4 and Py(m”) = 0 otherwise. First suppose that
P(c) = 0. Then

P(k) - P[c + ency(m)] = 0 = P(k) - P[c « ency(m')]

for all k € K. Hence O¢(c, m) = Og(c, m') as required.
Otherwise P(c) # 0 and we prove that P(¢) = Og(c, m"") for all
m’" € {m, m'}, which also proves Ogz(c, m) = Og(c,m’)

pe) = PUm©) _ Fuek PUK) - P() Plc  enci(rt)]
P(m// ‘ C) P(m”)




Perfectly Secret Encryption

Proof (2/2)

(«+-) Let ¢ € C and m, m" € M. Consider distribution Py: M — [0,1] such
that Py(m) = Pu(m') = 4 and Py(m”) = 0 otherwise. First suppose that
P(c) = 0. Then

P(k) - P[c + ency(m)] = 0 = P(k) - P[c « ency(m')]

for all k € K. Hence O¢(c, m) = Og(c, m') as required.
Otherwise P(c) # 0 and we prove that P(¢) = Og(c, m"") for all

m’" € {m, m'}, which also proves Ogz(c, m) = Og(c,m’)
() = P2 0) _ EierP(R) - Rler'] Pl  ency(m)]
P(m" [ <) Pty
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Perfectly Secret Encryption

Proof (2/2)

(«+-) Let ¢ € C and m, m" € M. Consider distribution Py: M — [0,1] such
that Py(m) = Pu(m') = 4 and Py(m”) = 0 otherwise. First suppose that
P(c) = 0. Then

P(k) - P[c + ency(m)] = 0 = P(k) - P[c « ency(m')]

for all k € K. Hence O¢(c, m) = Og(c, m') as required.
Otherwise P(c) # 0 and we prove that P(¢) = Og(c, m"") for all

m’" € {m, m'}, which also proves Ogz(c, m) = Og(c,m’)

m// k n //
P(C) = :((m//7‘(;)) - ZkEK ) %C . Ck )] = OE(C, m//)




One-Time Pad

§2.8 Example (One-time pad; Vernam 1917)

Let £ € Nand K = M= C = {0,1}%. Lenght £ one-time pad is given by

o Key generation Py (k) =2* for all k € K = {0,1}*
(uniform selection from key space of all keys of length ¢)




One-Time Pad

§2.8 Example (One-time pad; Vernam 1917)

Let £ € Nand K = M= C = {0,1}%. Lenght £ one-time pad is given by

o Key generation Py (k) =2* for all k € K = {0,1}*
(uniform selection from key space of all keys of length ¢)

@ Encryption enc: K x M — C with K =M= C = {0,1}*
enck(ml,...,mg) = (m1 @k],...,mg@/(g)
with k = (ky, ..., k) (bitwise XOR of message & key)

.
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One-Time Pad

§2.8 Example (One-time pad; Vernam 1917)
Let £ € Nand K = M= C = {0,1}%. Lenght £ one-time pad is given by

o Key generation Py (k) =2* for all k € K = {0,1}*
(uniform selection from key space of all keys of length ¢)

@ Encryption enc: K x M — C with K =M= C = {0,1}*
enck(ml,...,mg) = (m1 @k],...,mg@/(g)
with k = (ky, ..., k) (bitwise XOR of message & key)

@ Decryption dec = enc

V.

Gilbert Sandford Vernam (* 1890: T 1960)
@ US engineer at AT&T Bell Labs
@ Cipher patented in 1919; used by allies in WW2

@ Shannon (also at Bell Labs) proved it unbreakable




One-Time Pad

[llustration

m1101111110111T00111T000T1TT10

encgy(m)] 1700100001 100001T17T011T1T1T010

decy(m)[ 7701171111011 1T0011T1000110
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One-Time Pad

[llustration

m1101111110111T00111T000T1TT10

encgy(m)] 1700100001 100001T17T011T1T1T010

decy(m)[ 7701171111011 1T0011T1000110

Notes
e Correctness of one-time pad obvious (Mm@ k) & k = m® (k@ k) =m
e Key length = message length (biggest drawback)

18



One-Time Pad

§2.9 Theorem
(Length /) One-time pad encryption scheme (8§2.8) is perfectly secret J




One-Time Pad

§2.9 Theorem
(Length /) One-time pad encryption scheme (8§2.8) is perfectly secret

Proof

Let ¢ € C and m, m" € M. Since key distribution is uniform, we just prove

Z Plc < enc (m)] = Z P[c < ency(m')]

kek kek
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One-Time Pad

§2.9 Theorem
(Length /) One-time pad encryption scheme (8§2.8) is perfectly secret J

Proof

Let ¢ € C and m, m" € M. Since key distribution is uniform, we just prove

Z Plc < enc (m)] = Z P[c < ency(m')]

kek kek

Plc « enci(m)] is 1for k = m@ c and 0 otherwise. Hence left-hand side
is 1 and with same argument also right-hand side is 1. O

v




One-Time Pad

Notes

@ XOR removes message bias
(ciphertexts uniformly distributed for any message distribution)

@ In general k < U, ; m <+ Py ; ¢ = k @ m yields uniformly distributed ¢
(k < U, means draw k from uniform distribution on {0, 1}")

29



One-Time Pad

Notes

@ XOR removes message bias
(ciphertexts uniformly distributed for any message distribution)

@ In general k < U, ; m <+ Py ; ¢ = k @ m yields uniformly distributed ¢
(k < U, means draw k from uniform distribution on {0, 1}")

@ XOR used in modern cryptography for this reason

Question

@ Are uniformly distributed ciphertexts needed for perfect secrecy?

23



Recall

Definition (§2.5 Perfectly secret)

Encryption scheme £ = (gen, enc, dec) is perfectly secret
if O¢(c,m) = Og(c, m') for all messages m, m" € M and ciphertexts ¢ € C

24



Recall

Definition (§2.5 Perfectly secret)

Encryption scheme £ = (gen, enc, dec) is perfectly secret
if O¢(c,m) = Og(c, m') for all messages m, m" € M and ciphertexts ¢ € C

Notes
@ One-time pad is perfectly secret

@ Reveals no information about message from ciphertext (Lemma §2.7)
(length of message already part of scheme)
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Recall

Definition (§2.5 Perfectly secret)

Encryption scheme £ = (gen, enc, dec) is perfectly secret
if O¢(c,m) = Og(c, m') for all messages m, m" € M and ciphertexts ¢ € C

Notes
@ One-time pad is perfectly secret

@ Reveals no information about message from ciphertext (Lemma §2.7)
(length of message already part of scheme)

@ Protocol-based (two-player game) characterization follows
(as preparation for later definitions)

e Stateful algorithms
= algorithms with persistent memory, aware of protocol step

26



Perfect Indistinguishability

§3.1 Definition (Perfect indistinguishability game)

Let £ = (gen, enc, dec) be encryption scheme and A stateful probabilistic
algorithm. Adversarial indistinguishability game PrivK°"¢(&, A) is

A selects messages mg,m e M @

27



Perfect Indistinguishability

§3.1 Definition (Perfect indistinguishability game)

Let £ = (gen, enc, dec) be encryption scheme and A stateful probabilistic
algorithm. Adversarial indistinguishability game PrivK°"¢(&, A) is

A selects messages mg,m e M @
@ k + gen(), uniform random bit b € {0,1}

¢ < enci(my) sent to A (challenge ciphertext)




Perfect Indistinguishability

§3.1 Definition (Perfect indistinguishability game)

Let £ = (gen, enc, dec) be encryption scheme and A stateful probabilistic
algorithm. Adversarial indistinguishability game PrivK°"¢(&, A) is

A selects messages mg,m e M @
@ k + gen(), uniform random bit b € {0,1}

¢ < enci(my) sent to A (challenge ciphertext)

A outputs bit b € {0,1} @




Perfect Indistinguishability

§3.1 Definition (Perfect indistinguishability game)

Let £ = (gen, enc, dec) be encryption scheme and A stateful probabilistic
algorithm. Adversarial indistinguishability game PrivK°"¢(&, A) is

A selects messages mg,m e M @

@ k + gen(), uniform random bit b € {0,1}
¢ < enci(my) sent to A (challenge ciphertext)

A outputs bit b € {0,1} @
Q Return 1if b= b (A wins)

Return 0 otherwise
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Perfect Indistinguishability

§3.1 Definition (Perfect indistinguishability game)

Let £ = (gen, enc, dec) be encryption scheme and A stateful probabilistic
algorithm. Adversarial indistinguishability game PrivK®"¢(€, A) is
A selects messages mg,m e M @
@ k < gen(), uniform random bit b € {0, 1}
¢ < enci(my) sent to A (challenge ciphertext)
A outputs bit b € {0,1} @
Q Return 1if b= b (A wins)
Return 0 otherwise

Notes
@ Adversary selects messages to be distinguished
@ System encrypts randomly selected message with random key
@ Adversary predicts which message was encrypted based on ciphertext
@ Adversary wins if prediction correct

3



Perfect Indistinguishability

~

8 @

Alice Eve
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Perfect Indistinguishability

Messages mg, my

N

~

8 @

Alice Eve
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Perfect Indistinguishability

Messages mg, my

N

S
Alice Eve

k + gen()
random b
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Perfect Indistinguishability

Messages mg, my

N

S
Alice Eve
k + gen()

random b
¢ < ency(mp)
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Perfect Indistinguishability

Messages mg, my

N

Ciphertext ¢ .
é L4

&=
Alice Eve
k + gen()

random b
¢ < ency(mp)
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Perfect Indistinguishability

Messages mg, my

N

Ciphertext ¢ .
é L4

r 'y

@

Alice Eve
k < gen() Determines b/
random b

¢ < ency(mp)
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Perfect Indistinguishability

Messages mg, m

N

Ciphertext ¢

[Q
- 7

@

m -
Alice Eve
k < gen() Determines b/

random b
¢ < ency(mp)
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Perfect Indistinguishability

Messages mg, my

N

Ciphertext ¢

0 2

~

@

o -
Alice Eve
k + gen() Determines b/

random b
¢ < ency(mp)

Return b £ b

30



Perfect Indistinguishability

Standard function reformulation

Definition (§3.1 Perfect indistinguishability game)

Let £ = (gen, enc, dec) be encryption scheme, mg, m € M messages, and
f: M? x C — {0,1}. Adversarial indistinguishability game
PrivK®"(E, mg, my, f) is
Q k < gen(), uniform random bit b € {0,1}
¢ < enci(my)
Q@ b« f(mgy,m,c)
© Return 1if b= b (f wins)

Return O otherwise

40



Perfect Indistinguishability

§3.2 Definition (Perfectly indistinguishable)

Encryption scheme £ = (gen, enc, dec) is perfectly indistinguishable
if for every probabilistic algorithm A

P[PrivK°™(&, A)] = %

VA



Perfect Indistinguishability

§3.2 Definition (Perfectly indistinguishable)

Encryption scheme £ = (gen, enc, dec) is perfectly indistinguishable
if for every probabilistic algorithm A

P[PrivK°™(&, A)] = %

Notes
o P[PrivK®™¢(&, A)| = probability that A wins game
@ A can trivially win 50% of games by returning uniform random bit b’

o Perfectly indistinguishable = A cannot do better (or worse)

49



Perfect Indistinguishability

Standard function reformulation

Definition (§3.2 Perfectly indistinguishable)

Encryption scheme £ = (gen, enc, dec) is perfectly indistinguishable
if for all mg, m € M and functions f: M? x C — {0,1}

P[PrivK°”e(5, mg, m, f)] = %

43



Perfect Indistinguishability

Standard function reformulation

Definition (§3.2 Perfectly indistinguishable)

Encryption scheme £ = (gen, enc, dec) is perfectly indistinguishable
if for all mg, m € M and functions f: M? x C — {0,1}

P[PrivK°”e(5, mg, m, f)] = %

Notes
@ We stick to stateful algorithms in following

@ Cleaner grouping of selections (avoid quantifiers on mg, m)

44



Perfect Indistinguishability

Example: Shift cipher £

@ Adversary A selects messages my = aa and nm = ab
e Adversary A receives ciphertext ¢ = ¢ ¢,

» Returns 0 if o = ¢
» Returns 1 otherwise

45



Perfect Indistinguishability

Example: Shift cipher £

@ Adversary A selects messages my = aa and nm = ab
e Adversary A receives ciphertext ¢ = ¢ ¢,

» Returns 0 if o = ¢
» Returns 1 otherwise

P[Privk®™¢(&, A)]
_ %P[PrivK"”e(é’, A) | b=0] + %P[PrivKO”e(é’,A) |b=T1]
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Perfect Indistinguishability

Example: Shift cipher £
@ Adversary A selects messages my = aa and nm = ab

e Adversary A receives ciphertext ¢ = ¢

» Returns 0 if o = ¢
» Returns 1 otherwise

P[Privk®™¢(&, A)]
_ %P[PrivK"”e(é’, A) | b=0] + %P[PrivKO”e(é’,A) |b=T1]

1 1
:EP[C]:Cz|b:0]+§P[C]7£C2|b:]]
202 2
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Perfect Indistinguishability

Example: Shift cipher £

@ Adversary A selects messages my = aa and nm = ab
e Adversary A receives ciphertext ¢ = ¢ ¢,

» Returns 0 if o = ¢
» Returns 1 otherwise

P[Privk®™¢(&, A)]
_ %P[PrivK"”e(é’, A) | b=0] + %P[PrivKO”e(é’,A) |b=T1]

1 1
:EP[C]:Cz|b:0]+§P[C]7£C2|b:]]

22 2

— Shift cipher not perfectly indistinguishable
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Perfect Indistinguishability

§3.3 Theorem J

Encryption scheme is perfectly secret iff it is perfectly indistinguishable

49



Perfect Indistinguishability

§3.3 Theorem

Encryption scheme is perfectly secret iff it is perfectly indistinguishable

Proof (1/2)

(—) Let A be prob. algorithm, r € R, and mg, m € M selected messages.
Moreover, let C, = {c € C | A, (c) = b} for all b € {0,1}. Obviously
C=CyUG. (A, is de-randomized version of A)

50



Perfect Indistinguishability

§3.3 Theorem

Encryption scheme is perfectly secret iff it is perfectly indistinguishable

Proof (1/2)

(—) Let A be prob. algorithm, r € R, and mg, m € M selected messages.
Moreover, let C, = {c € C | A, (c) = b} for all b € {0,1}. Obviously
C=CyUG. (A, is de-randomized version of A)

1

P[PrivK™™(€, A,)] = 2P[A(c) = 0 b= 0] + 2P[A(c) = 1| b=1]




Perfect Indistinguishability

§3.3 Theorem

Encryption scheme is perfectly secret iff it is perfectly indistinguishable

Proof (1/2)

(—) Let A be prob. algorithm, r € R, and mg, m € M selected messages.
Moreover, let C, = {c € C | A, (c) = b} for all b € {0,1}. Obviously
C=CyUG. (A, is de-randomized version of A)

P[PrivK™™(€, A,)] = 2P[A(c) = 0 b= 0] + 2P[A(c) = 1| b=1]

2
= %(Z Og(C, m0)> + %(Z Og(C, m]))
ccCy ceq
= %Z Og(c, mo) = %
ceC




Perfect Indistinguishability

Proof (2/2)

(+—) Suppose that £ is not perfectly secret. Then there exist messages
mg, m € M and ciphertext ¢ € C such that Og(c, mg) # Og(c, m).
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Perfect Indistinguishability

Proof (2/2)

(+—) Suppose that £ is not perfectly secret. Then there exist messages
mg, m € M and ciphertext ¢ € C such that Og(c, mg) # Og(c, m).
Consider adversary A that selects messages mg, m; and then receives

ciphertext ¢’ € C. If ¢ = ¢/, then A returns b’ = 0. Otherwise it returns
uniform random bit b'.




Perfect Indistinguishability

Proof (2/2)

(+—) Suppose that £ is not perfectly secret. Then there exist messages
mg, m € M and ciphertext ¢ € C such that Og(c, mg) # Og(c, m).
Consider adversary A that selects messages mg, m; and then receives

ciphertext ¢’ € C. If ¢ = ¢/, then A returns b’ = 0. Otherwise it returns
uniform random bit b'.

P[Privke™(€, A)] = %P[b’ —0|b=0]+ %P[b’ —1|b=1]
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Perfect Indistinguishability

Proof (2/2)

(+—) Suppose that £ is not perfectly secret. Then there exist messages
mg, m € M and ciphertext ¢ € C such that Og(c, mg) # Og(c, m).
Consider adversary A that selects messages mg, m; and then receives

ciphertext ¢’ € C. If ¢ = ¢/, then A returns b’ = 0. Otherwise it returns
uniform random bit b'.

P[Privke™(€, A)] = %P[b’ —0|b=0]+ %P[b’ —1|b=1]

1/1 1
= > (3Ple # ¢ | b=0]+Plc' = c | b=0]) + 2Pl £ c| b=1]




Perfect Indistinguishability

Proof (2/2)

(+—) Suppose that £ is not perfectly secret. Then there exist messages
mg, m € M and ciphertext ¢ € C such that Og(c, mg) # Og(c, m).
Consider adversary A that selects messages mg, m; and then receives

ciphertext ¢’ € C. If ¢ = ¢/, then A returns b’ = 0. Otherwise it returns
uniform random bit b'.

P[Privke™(€, A)] = %P[b’ —0|b=0]+ %P[b’ —1|b=1]

1/1 1
= > (3Ple # ¢ | b=0]+Plc' = c | b=0]) + 2Pl £ c| b=1]

= %(1 — O¢(c, mo)) + %Og(c, mo) + %(1 — O¢(c, m1))

- %(2 + Og(c, mo) — Oel(c, m1)) ” % 0

£0
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Limits of Perfect Secrecy

§3.4 Theorem
If £ = (gen, enc,dec) is perfectly secret, then |K| > |M| J
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Limits of Perfect Secrecy

§3.4 Theorem
If £ = (gen, enc,dec) is perfectly secret, then |K| > |M|

Proof

By contraposition: Let |K| < |[M| and thus K is finite. Clearly,
take k € ran(gen). Similarly, take r € R and m € M arbitrarily. Let
¢ = enc(r, k, m), so P(k) - P[c < ency(m)] # 0.

K| >1, so
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Limits of Perfect Secrecy

§3.4 Theorem
If £ = (gen, enc,dec) is perfectly secret, then |K| > |M| J

Proof

By contraposition: Let |K| < M| and thus K is finite. Clearly, |K| > 1, so
take k € ran(gen). Similarly, take r € R and m € M arbitrarily. Let

c = enc(r, k, m), so P(k) - P[c < ency(m)] # 0. Select M' C M of

size |K| + 1 arbitrarily such that m € M. Consider scenario (€,Py) with
uniform distribution on M. Then P(k) - P(m) - P[c < enc,(m)] # 0 and
hence P(c) # 0.
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Limits of Perfect Secrecy

§3.4 Theorem
If £ = (gen, enc,dec) is perfectly secret, then |K| > |M| J

Proof

By contraposition: Let |K| < M| and thus K is finite. Clearly, |K| > 1, so
take k € ran(gen). Similarly, take r € R and m € M arbitrarily. Let

c = enc(r, k, m), so P(k) - P[c < ency(m)] # 0. Select M' C M of

size |K| + 1 arbitrarily such that m € M. Consider scenario (€,Py) with
uniform distribution on M. Then P(k) - P(m) - P[c < enc,(m)] # 0 and
hence P(c) # 0. Let M" = {dec\/(c) | kK" € K}. Obviously

IM"| < |K| < [M]. Hence there exists m’ € M’\M”.

P(m' | c) =0 #

= P(m’
|K | 4 1 (m)
so £ is not perfectly secret by Lemma §2.7. O
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Limits of Perfect Secrecy

Consequences

e Perfect secrecy requires at least as many keys as there are messages
(— perfect secrecy unpractical)

@ One-time pad achieves optimal |K| = |M|

Questions

@ Can keys be reused?
(Is one-time pad still perfectly secret
if multiple messages are encrypted with the same key?)

@ Are there other optimal perfectly secret encryption schemes?
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Limits of Perfect Secrecy

§3.5 Theorem (Shannon’s theorem)

Let £ = (gen, enc, dec) encryption scheme with |[K| = M| = |C| =¢ € N.
Then £ is perfectly secret iff

e Px(k) = /= for every k € K (uniform key distribution)

@ For every m € Mand ¢ € C there exists unique k € K such that
Plc < enc,(m)] #0

(det. encryption and enc(-, m): K — C bijective for every m € M)

Claude Elwood Shannon (* 1916: T 2001)

@ US mathematician & electrical engineer

o Father of information theory

o Alfred-Noble-laureate (1939), but not Nobel-laureate
(different Alfred)

© Konrad Jacobs
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@ Perfect indistinguishability

e Limits of perfect secrecy
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